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Debian—-Based (#4E &% NUbuntu)

TE R RET, A ZARIRS % (10.32.7. 193, 10.32.7. 186, 10.32.7.194, 10.32.7. 187, 10.32.7.106) , JrhRiFHFEF
myappEB£E i 119527 F.

LAEH U T dr<, QI —NErscft:

sudo vi /etc/nginx/sites—available/myapp. conf
2.0 TN ARG B0 “myapp. conf” H:
WIRENZ AN B E 33, TR AN, cont U B upstream & FR R IZME— . HF Hil i fRim DS E B S A, W T

A5 803 11

°

.........................................................................................................................................................................

upstream | oadbl ance {

server
server
server
server
server

server {

10.32.7.
7.186: 9527
10. 32. 7.
7
7

10. 32.

10. 32.
10. 32.

|isten 80;

listen [::]:80;

193: 9527

194: 9527

. 187: 9527
. 106: 9527

server_nane nyapp;

gzip

on;

wei ght =1
wei ght =1
wei ght =1
wei ght =1
wei ght =1

client_max_body_size 2048m

| ocati

on / {

proxy_set header
proxy_set header
proxy_set header
proxy_cache_bypass $http_upgrade;
proxy_set header
$proxy_add_x_forwarded_for;
proxy_set _header

max_fails=1 fail _timeout=30s;
max_fails=1 fail timeout=30s;
max_fails=1 fail _timeout=30s;
max_fails=1 fail timeout=30s;
max_fails=1 fail timeout=30s;

Upgr ade $http_upgrade;
Connecti on keep-alive;
Host $host ;

X- For war ded- For

X- For war ded- Prot o $schene;
add_header X-Upstream $upstream addr;
proxy_pass http://1 oadbl ance;
proxy_http_version 1.1;

3. B — MBI H AV “sites—enabled” SR8 HISCHE, 7EJR B0 HiNginx 3% H 3%

sudo 1ln —s /etc/nginx/sites—available/myapp. conf /etc/nginx/sites—enabled/



4. RS 2 AT T %
sudo nginx -t

5. B JGNginx:

sudo systemctl restart nginx

6. HjgNginxJi, A LLEINginx U &N : http://nginx_server ip/appname

RPM-Based (#:4F Z%i NCent0S. RedHat 7.6+ HiARRLEE)

TE R RET, A EARIRS % (10.32.7. 193, 10.32.7. 186, 10.32.7.194, 10.32.7. 187, 10.32.7.106) , J:rhRiFHFEF
myappEBEfE i 119527 F.

LA @4, flg—A8ft:
sudo vi /etc/nginx/conf.d/myapp. conf

2. % P A B RENERIQIEE Y “myapp. conf” Hi:
upstream | oadbl ance {
server 10.32.7.193:9527 weight=1 max_fails=1 fail _tinmeout=30s;
server 10.32.7.186:9527 weight=1 max_fails=1 fail _tinmeout=30s;
server 10.32.7.194:9527 weight=1 max_fails=1 fail _tinmeout=30s;
server 10.32.7.187:9527 weight=1 max_fails=1 fail _timeout=30s;
server 10.32.7.106:9527 weight=1 max_fails=1 fail _timeout=30s;

server {
l'isten 80;
listen [::]:80;
server_nanme nyapp
gzip on;
client_max_body_size 2048m
| ocation / {
proxy_set header Upgr ade $http_upgr ade;
proxy_set header Connecti on keep-alive;
proxy_set header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set _header X- For war ded- For
$proxy_add_x_forwarded_for;
proxy_set _header X- For war ded- Prot o $schene;
add_header X-Upstream $upstream addr;
proxy_pass http://| oadbl ance;
proxy_http_version 1.1;

3. MRS PR A T A R
sudo nginx -t

4. # JaNginx:

sudo systemctl restart nginx

5. HENginx/g, A LUEENginx D7 GBI : http://Neginx k5545 1P/ H 4

CAge) R B I B R AT NHE tps W, T 7 B4 2226 T Nginx IR %5 3% b, $AT LA N DR,
1. BUZESSLIE+ .


http://nginx_server_ip/appname

TLS /
SSLif i 45 &4 F A FHE AR TAE. SSLEFATEMRSS 2% iR . B TN RKIEA R N 25 . SSLUE 5% 3R P9 25 I AE
ANAFFFEE . &0 T RO SSLE AR 44 I A 45

AT LA S 7 A SEHt tps T, 08 A A LRI 28 HLURBE I tpsiE o AEDRIREE T, BAVEH AZZ0EH,
FRATAT DLTE BAA i A v {d FH OpenSSLAI 8 F 25 44 25 5 A % -

sudo openssl req —x509 —nodes —days 365 —newkey rsa:2048 —keyout /etc/ssl/private/nginx-selfsigned. key —out
/etc/ssl/certs/nginx—selfsigned. crt

* openssl: iXJ&H T 6@ A% BEOpenSSLIEF, ZFAHM A U A A AT T ..

e req: BT AATEERMTESS X, 509iE B4 1ER (CSR) B, “
X. 509”7 J&SSLANTLS X H 25 FAFIIE 547 3 BT i 1 1 A L B A ARl S5 M b vl . TR TR —ASBAIX. 509IE45, PRI FRATT IE e 4 F itk
T

* —x509: @RS R FRATESRINE A LU, T RREE IR RIE B2 415 R, Ad— S0 T s T4

* —nodes: Bish i FH %5 A5 A0 15 SR AR AT A UE B IE T . FRATTTE BENg inx 7E AR 55 28 5 Bl GRS 7ETE 5 H P U A 0l R el 1. %%
B R 8 1T LA 3k A L R R A, TR R IR T I B0 JE B ATV 4 0 N B

* —days 365: UFHH MM H. XERE T —F,

* —newkey rsa: 2048: F§5E [FIAE S —NEHERM AN, ER—AN2048AL K RSAZEHH. rsa: 2048

* —keyout: EMMIAH AT KR

e —out: BIEMNERABBE.

PATRA LR, RITRAIE —MEBM— Y. fEibzl, EBFHEGERRMATTEL, W

.........................................................................................................................................................................

Qut put Country Nane (2 letter code) [AU]:US

State or Province Nane (full nane) [ Some-State]: New York

Locality Name (eg, city) []:New York City

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Bouncy
Castles, Inc.

Organi zational Unit Nane (eg, section) []:Mnistry of Water Slides
Conmon Nane (e.g. server FQDN or YOUR nane) []:server_|P_address
Emai | Address []:adm n@our_domai n. com

Frf, Common Name EfEEMER, BHREMNE MBS IHKCEIIL, BH ARSI AILIPHL .
WAPATSERUR, RIS R B AR L H S

LEf3 FHOpenSSLEY, FALER A —Diffie-Hellmandl, 4L T 5%/ M ek hiE” .
PAT LT 4

sudo openssl dhparam —out /etc/nginx/dhparam. pem 4096

WAPATHEMIG, 47 “/ete/nginx/dhparam. pem” HHAER—ANDHAL, FATRT LAZERSE -4 -

2. it ENginx LL{# FISSL.

OHATLA T2, BIEE—/MHT U “self-signed. conf” .

sudo vim /etc/nginx/snippets/self-signed. conf

@1TE “self-signed. conf” CHEH, WRINLLT P %5:

ssl certificate /etc/ssl/certs/nginx—selfsigned. crt;
ssl_certificate _key /etc/ssl/private/nginx-selfsigned. key;

GPUTUL R4, BIE—AH M “ssl-params. conf” .
sudo vi /etc/nginx/snippets/ssl-params. conf

@¥LL R W24 3] “ssl-params. conf” SCfFH,


https://en.wikipedia.org/wiki/Forward_secrecy

.........................................................................................................................................................................

ssl _protocols TLSv1. 2;

ssl _prefer_server_ciphers on;

ssl _dhparam / et ¢/ ngi nx/ dhpar am pem

ssl _ci phers

ECDHE- RSA- AES256- GCM SHA512: DHE- RSA- AES256- GCM SHAS512: ECDHE- RSA- AES25
6- GCM SHA384: DHE- RSA- AES256- GCM SHA384: ECDHE- RSA- AES256- SHA384;
ssl _ecdh_curve secp384r1; # Requires nginx >= 1.1.0

ssl _session_tineout 10m

ssl _session_cache shared: SSL: 10m

ssl _session_tickets off; # Requires nginx >= 1.5.9

ssl _stapling on; # Requires nginx >= 1.3.7

ssl _stapling_verify on; # Requires nginx => 1.3.7

resolver 8.8.8.8 8.8.4.4 valid=300s;

resol ver timeout 5s;

# Disable strict transport security for now. You can uncomrent the
fol | owi ng

# line if you understand the inplications.

# add_header Strict-Transport-Security "max-age=63072000;

i ncl udeSubDonai ns; prel oad"

add_header X-Frane- Opti ons DENY

add_header X-Content-Type-Options nosniff;

add_header X-XSS-Protection "1; node=bl ock"

OPITUAT i e, &4 3
Debian-Based:
sudo cp /etc/nginx/sites—available/myapp. conf /etc/nginx/sites—available/myapp. conf. bak
RPM-Based:
sudo cp /etc/nginx/conf. d/myapp. conf /etc/nginx/conf.d/myapp. conf. bak
@PITUN T a4, TIFRCE AT
Debian-Based:
sudo vi /etc/nginx/sites—available/myapp. conf

RPM-Based:
sudo vi /etc/nginx/conf. d/myapp. conf

OEMESCHEF, FH A 1steniBA) LUE 4430 O flss1, FHHEEZ A ERAIE MW N0 “self-signed. conf” fl “ssl-p

arams. conf” .



.........................................................................................................................................................................

upstream | oadbl ance {
server 10.32.7.193:9527 weight=1 max_fails=0 fail _timeout=600;
server 10.32.7.186:9527 weight=1 max_fails=0 fail _tinmeout=600;
server 10.32.7.194:9527 weight=1 max_fails=0 fail _tinmeout=600;
server 10.32.7.187:9527 weight=1 max_fails=0 fail _tinmeout=600;
server 10.32.7.106:9527 weight=1 max_fails=0 fail _tinmeout=600;

}

server {

|isten 443 ssl;

listen [::]:443 ssli

i ncl ude sni ppets/self-signed. conf;

i ncl ude sni ppet s/ ssl - parans. conf;

gzip on;

client_max_body size 2048m

server _nanme forguncyapp. com ww. f or guncyapp. com

| ocation / {
proxy_set header Upgrade $http_upgrade;
proxy_set header Connecti on keep-alive;
proxy_set _header Host $host;
proxy_cache_bypass $http_upgrade;
proxy_set _header X- For war ded- For

$proxy_add_x_forwarded_for;
proxy_set header X- Forwar ded- Prot o $schene;
proxy_set header Host $host;
add_header X-Upstream $upstream addr;
proxy_pass http://| oadbl ance;
proxy_http_version 1.1;

3. YHEER

OPAT LA R4, A AT 0 E S
sudo ufw app list

Hthnr

OutputAvailable applications:
Nginx Full

Nginx HTTP

Nginx HTTPS

OpenSSH

OPITUU T4, fF LT E:

sudo ufw status

W, BB HT TP 7 Vil Web Al 55 28 .
OutputStatus: active

To Action From

OpenSSH ALLOW Anywhere

Nginx HTTP ALLOW Anywhere

OpenSSH (v6) ALLOW Anywhere (v6)
Nginx HTTP (v6) ALLOW Anywhere (v6)

OPATLA T4, AVFHTTPST & il it Web iR % 48

sudo ufw allow ’Nginx Full’
sudo ufw delete allow ’Nginx HTTP

@OPATUA T a4, A ATiE:



sudo ufw status
T

OutputStatus: active

To Action From

OpenSSH ALLOW Anywhere

Nginx Full ALLOW Anywhere

OpenSSH (v6) ALLOW Anywhere (v6)
Nginx Full (v6) ALLOW Anywhere (v6)

4. J& FNginxfI BT

OPATEU T 2, BT SR B A B R
sudo nginx -t

s, FORIEH, BHEERER:

Outputnginx: [warn] ”ssl stapling” ignored, issuer certificate not found
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx. conf test is successful

OPITUA T4, HEFiNginx:

sudo systemctl restart nginx

5. Mk .

FTIFWeb P BE s, SRJE7E A= dan N IR S5 25 B3 44 B TP
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